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Introduction 
It is a best security practice to use single sign-on whenever possible to reduce the number of login 

credentials your users have to manage.  Having multiple logins to different systems leads to dangerous 

password behavior, such as re-using passwords between systems.  Single sign-on addresses this risk by 

having a single credential for an “identity provider” that allows access to multiple systems.  Odyssey 

supports single sign-on using SAML 2.0. 

Security Assertion Markup Language (“SAML”) is a protocol by which one information system can use a 

different system to identify valid users.  Enabling SAML requires that you already have an Identity 

Provider (“IdP”) service, such as OneLogin or Microsoft Azure Active Directory. 

These instructions address both OneLogin and Microsoft Azure AD.  However, Odyssey will integrate 

with any Identity Provider that supports SAML 2.0.  You may need to adapt the instructions below for 

your Identity Provider. 
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Steps Common to All Identity Providers 
You must have account owner privileges in Odyssey to follow these steps.  If you don’t have account 

owner privileges, please request them from your current account owner. 

You will also need to have access to the DNS records for your email domain.  You will be adding a TXT 

record to confirm ownership of the domain. 

Enable SAML Single Sign-On in Odyssey and Verify Your Email Domain 
 

1. Navigate to Administration > Single Sign-On. 

 

2. Toggle Enable SAML for all users in your account to ON. 

 

 
 

3. Enter the email domain that is registered with your IdP.  In our example, we use 

“brightpathbook.com.” 

 
4. Click Save in the upper-right corner of the page.  The page will reload, and you will see a yellow 

box asking you to verify ownership of the domain.  Copy the value presented and create a new 

DNS TXT record for the root (“@”) of your domain with the new value.  (Consult with the 

documentation for your DNS hosting provider on how to do this.  If you have existing TXT 

records on the domain root, pay particular attention to the DNS host’s instructions for adding 

additional TXT records beyond the first.) 

 

5. Wait a few minutes and refresh the SAML Setup page in Odyssey.  Once the DNS change is 

detected, you will see a green box indicating that Odyssey has confirmed that you own the 

domain. 
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The next steps in the setup are different depending on your SAML 2.0 Identity Provider.  In the following 

sections, we provide instructions for OneLogin and Microsoft Azure AD.  If you use a different Identity 

Provider, please follow their setup instructions, using the values provided below.  Most Identity 

Providers have a setup process that is similar to either OneLogin or Azure AD. 
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OneLogin 
Before you begin, ensure that you have administrator privileges for your OneLogin account.  Log in to 

OneLogin to start the setup process. 

1. In Odyssey, navigate to Navigate to Administration > Single Sign-On.  Confirm that Enable SAML 

for all users in your account is set to ON, and that you have verified ownership of your email 

domain.  If you haven’t yet done this, follow the instructions in the “Steps Common to All 

Identity Providers,” above. 

 

2. In a new tab, log in to OneLogin.  Navigate to the Applications section in OneLogin, and click 

Add App. 

 

 
 

3. In the Find Applications screen, enter “SAML Custom Connector.”  From the results, click on 

“SAML Custom Connector (Advanced).” 
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4. Give the app a Display Name, such as “Odyssey Preservation Software.”  You don’t need to 

change any other default values on this page.  Click Save in the upper right. 

 

 
 

5. After the app is added, you will see additional choices on the left-hand side of the page.  Choose 

Parameters. 

 

Odyssey needs to know the first name and last name of each user.  In the next steps, we’ll tell 

OneLogin which of its own directory values are the ‘first name’ and ‘last name’ to send to 

Odyssey in a SSO request. 

 

 
 

6. Click the + icon to add a new parameter. 
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7. For Field name, enter “givenname” (all lowercase, no quotes).  Check Include in SAML 

assertion.  Then click Save. 

 

 
8. The panel will refresh in a different state, and you’ll now see a Value drop-down menu.  Choose 

First Name from this menu, and click Save again. 
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9. Confirm that “givenname” appears in your list of parameters, with the value First Name. 

 

 
 

10. Repeat this process adding the parameter “surname” and mapping it to the Last Name choice in 

the Value menu.  When you’re done, your parameters screen should look like this: 
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11. Now, from the left-hand navigation, choose SSO. 

 

 
 

12. Copy the Issuer URL from OneLogin.  (In some other Identity Providers, this is called “Federation 

Metadata URL” or “Federation Metadata XML.”) 
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13. Switch to Odyssey, and paste this into the Federation Metadata URL field.   

 

 
 

Then click Import Values.  The page will reload, and all the other SAML fields will be filled in.  

Don’t make any other changes to these values.  You don’t need to click “Save” a second time; 

setup is now complete. 

 

 
 

What if that didn’t work?  Only fill in the other fields manually if the Federation Metadata URL 

fails to load one of them.  The values for these fields can be found in the SSO screen in 

OneLogin. 

 

14. In the OneLogin tab, click on the Access section for your app.  Select the OneLogin Roles that 

should have access to Odyssey.  If you are using a default OneLogin setup, then there is a single 

role called “Default.”  All users have this Role.  In this setup, all OneLogin users have access to 

Odyssey.  If this is not how you want to grant access, then create a new Role for Odyssey and 
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assign it on the Access screen. 

 

15. Now we’ll test your access.  In an Incognito/Private Browsing/InPrivate window (depending on 

what your web browser calls it), navigate to odyssey.historyit.com.  On the login screen, enter 

the email address associated your OneLogin account.  Then click Continue. 

 

 
 

16. You will be redirected to the OneLogin login experience.  After authenticating with OneLogin, 

you should be redirected back to the dashboard associated with your Odyssey account.  (You 

may need to accept Odyssey’s terms and conditions, if no user with your OneLogin email 

address has previously logged in to Odyssey.)  

Setup is now complete.  Inform your users of the change to their login experience. 
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Microsoft Azure Active Directory (Azure AD) 
Before you begin, ensure you have Global Admin rights on your Azure tenant. 

1. Sign in to Odyssey and navigate to Administration > Single Sign-on.  Confirm that Enable SAML 

for all users in your account is set to ON, and that you have verified ownership of your email 

domain.  If you haven’t yet done this, follow the instructions in the “Steps Common to All 

Identity Providers,” above. 

 

2. In a new tab, sign in to the Azure portal.  Navigate to Home > Azure Active Directory > Groups.  

Create a user group for all users who will have access to Odyssey.  Use the “Security” group 

type.  Add the users to the group, and make sure it has an owner (you).  In these instructions, 

the group will be called “Odyssey Users.” 

 

 
Don’t forget to click Create at the bottom to finish creating your group.  Refresh the groups 

index page to confirm your new group exists. 

 

3. Navigate to Home > Azure Active Directory > Enterprise applications.  (Do not go to the 

similarly-named “App registrations.”) 
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4. Click New Application. 

 

 
 

5. Click Create your own application. 
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6. Give the application a name, such as “Odyssey Preservation Software.”  Check Integrate any 

other application you don’t find in the gallery (Non-gallery)”. 

 

 
Now click the Create button at the bottom of the panel. 

 

If Azure gives you a “not found” or other error message after creating your app, navigate back to 

the Enterprise Applications screen, wait a minute or two, and refresh the page.  Your new app 

should appear in the list after a short period of time.  Click on the app title to go to the app 

settings screen for the next step. 

 

7. From the Overview screen for the app, click Assign users and groups.  (Alternatively, you can 

click Users and groups from the left-hand navigation.)  Click Add user/group. 
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8. Under Add assignment, click None Selected beneath Users and groups. 

 

 
9. In the right-hand panel, find the Odyssey Users group, and click on it.  Then click Select at the 

bottom.  Finally, click Assign in the lower right. 
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10. Now click Single sign-on from the left-hand menu. 
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11. Under Select a single sign-on method, click SAML. 

 

 
 

12. In the section labeled Basic SAML Configuration, click the Edit pencil. 

 

 
 

13. In the following steps, we will be copying and pasting values from the Odyssey SAML Setup 

screen.    You will need to switch between your Odyssey and Azure AD tabs. 
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14. For the Identifier (Entity ID) field in Azure, copy the value in Odyssey’s field labeled Audience 

(aka "Identifier" or "Entity ID").  Set this as the default, and click the Delete icon for the existing 

default entity ID. 

 

 
 

15. For the Reply URL (Assertion Consumer Service URL) field in Azure, copy the value in Odyssey’s 

field labeled Assertion Consumer Service URL (aka "ACS URL" or "Reply URL"). 
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16. For the Sign on URL field in Azure, copy the value in Odyssey’s field labeled Sign on URL. 

 

 
 

17. Leave Relay State blank in Azure. 

 

18. For the Logout URL field in Azure, copy the value in Odyssey’s field labeled Single Logout URL. 

 

 
 

19. At the top of the Basic SAML Configuration screen (where you have been entering all these 

values), click Save. 
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20. Click the X button to close the Basic SAML Configuration panel.  If Azure prompts you to test 

your SSO configuration, click I’ll do this later.  Your Basic SAML Configuration summary should 

now look similar to this: 

 

 
 

21. Ensure that the Attributes & Claims section matches the following picture.  At the time of this 

writing, these are the defaults for a new SAML-based Sign-On app in Azure AD, and these 

defaults are correct.   

 

In particular, Odyssey expects the SAML Name ID to be the user’s email address, which is almost 

always the Azure AD principal name.  It also expects the first name and last name to be 

transmitted as “givenname” and “surname” respectively. 
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22. Scroll down to the SAML Signing Certificate section, and look for App Federation Metadata 

URL.  Click the copy icon to the right of this value. 
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23. Switch to your Odyssey tab and paste this value into Federation Metadata URL.  Then click the 

Import Values button. 

 

 
The page will reload, and all the other SAML fields will be filled in.  Don’t make any other 

changes to these values.  You don’t need to click “Save” a second time; setup is now complete. 
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24. What if that didn’t work?  Only fill in the other fields manually if the Federation Metadata URL 

fails to load one of them.  The values for these fields can be in the panel labeled Set up [name of 

your app]. 

 

 
 

Copy and paste these into the similarly-named fields in Odyssey.  (The Azure AD Identifier goes 

in the Entity ID field.) 
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25. Now we’ll test your access.  In an Incognito/Private Browsing/InPrivate window (depending on 

what your web browser calls it), navigate to odyssey.historyit.com.  On the login screen, enter 

the email address associated your Azure AD identity.  Then click Continue. 

 

 
 

26. You will be redirected to the Azure AD login experience.  After authenticating with Azure AD, 

you should be redirected back to the dashboard associated with your Odyssey account.  (You 

may need to accept Odyssey’s terms and conditions, if no user with your Azure AD email 

address has previously logged in to Odyssey.)  

Setup is now complete.  Inform your users of the change to their login experience. 


