Odyssey Preservation Software

Configuration Guide for Single Sign-On (SSO) with Security Assertion Markup Language
(SAML) 2.0
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Introduction

It is a best security practice to use single sign-on whenever possible to reduce the number of login
credentials your users have to manage. Having multiple logins to different systems leads to dangerous
password behavior, such as re-using passwords between systems. Single sign-on addresses this risk by
having a single credential for an “identity provider” that allows access to multiple systems. Odyssey
supports single sign-on using SAML 2.0.

Security Assertion Markup Language (“SAML”) is a protocol by which one information system can use a
different system to identify valid users. Enabling SAML requires that you already have an Identity
Provider (“1dP”) service, such as OnelLogin or Microsoft Azure Active Directory.

These instructions address both Onelogin and Microsoft Azure AD. However, Odyssey will integrate
with any Identity Provider that supports SAML 2.0. You may need to adapt the instructions below for
your ldentity Provider.



Steps Common to All Identity Providers

You must have account owner privileges in Odyssey to follow these steps. If you don’t have account
owner privileges, please request them from your current account owner.

You will also need to have access to the DNS records for your email domain. You will be adding a TXT
record to confirm ownership of the domain.

Enable SAML Single Sign-On in Odyssey and Verify Your Email Domain

1. Navigate to Administration > Single Sign-On.

2. Toggle Enable SAML for all users in your account to ON.
@ Enable SAML for all users in your account.

3. Enter the email domain that is registered with your IdP. In our example, we use
“brightpathbook.com.”

Your email domain

Email domain*

brightpathbook.com

4. Click Save in the upper-right corner of the page. The page will reload, and you will see a yellow
box asking you to verify ownership of the domain. Copy the value presented and create a new
DNS TXT record for the root (“@”) of your domain with the new value. (Consult with the
documentation for your DNS hosting provider on how to do this. If you have existing TXT
records on the domain root, pay particular attention to the DNS host’s instructions for adding
additional TXT records beyond the first.)

5. Wait a few minutes and refresh the SAML Setup page in Odyssey. Once the DNS change is

detected, you will see a green box indicating that Odyssey has confirmed that you own the
domain.

Email domain™

brightpathbook_com 2]

You have verified ownership of brightpathbook.com. Please do NOT delete the
DNS TXT record with the following value: odyssey-



The next steps in the setup are different depending on your SAML 2.0 Identity Provider. In the following
sections, we provide instructions for Onelogin and Microsoft Azure AD. If you use a different Identity
Provider, please follow their setup instructions, using the values provided below. Most Identity
Providers have a setup process that is similar to either OnelLogin or Azure AD.



Onelogin
Before you begin, ensure that you have administrator privileges for your OnelLogin account. Login to
Onelogin to start the setup process.

1. In Odyssey, navigate to Navigate to Administration > Single Sign-On. Confirm that Enable SAML
for all users in your account is set to ON, and that you have verified ownership of your email
domain. If you haven’t yet done this, follow the instructions in the “Steps Common to All
Identity Providers,” above.

2. Inanew tab, login to Onelogin. Navigate to the Applications section in Onelogin, and click
Add App.

Onelogin Users  Applications  Devices  Authentication  Activity Security Settings  Developers Upgrade now F 3 o Benjamin

Applications

3. Inthe Find Applications screen, enter “SAML Custom Connector.” From the results, click on
“SAML Custom Connector (Advanced).”

Find Applications

Q, SAML Custom Connecto

SAML Custom Connector (Advanced)

OneLogin, Inc.

o SAML Custom Connector (SP Shibboleth)

OneLogin, Inc.



4. Give the app a Display Name, such as “Odyssey Preservation Software.” You don’t need to
change any other default values on this page. Click Save in the upper right.

App Listing /

Cancel
Add SAML Custom Connector (Advanced) e “
| configuration Portal

Display Name

Odyssey Preservation Software

5. After the app is added, you will see additional choices on the left-hand side of the page. Choose
Parameters.

Odyssey needs to know the first name and last name of each user. In the next steps, we’ll tell
Onelogin which of its own directory values are the ‘first name’ and ‘last name’ to send to
Odyssey in a SSO request.

Applications /

SAML Custom Connector (Advanced)

| Info Portal
Configuration Display Name
Odyssey Preservation Software
Rules

Visible in portal

Users Rectangular lcon
Privileges

Setup

6. Click the +icon to add a new parameter.

SAML Custom Connector (Advanced) Field Value o

NamelD value Email



7. For Field name, enter “givenname” (all lowercase, no quotes). Check Include in SAML
assertion. Then click Save.

New Field

Field name

givenname

(i) This is the name of the field in the application's API

Flags
Include in SAML assertion

|:| Multi-value parameter

8. The panel will refresh in a different state, and you’ll now see a Value drop-down menu. Choose
First Name from this menu, and click Save again.

Edit Field givenname

Name

givenname

Value

- No default -

Q|
Email name part

External 1D

First Name

First initial

Internal ID

I act Namea




9. Confirm that “givenname” appears in your list of parameters, with the value First Name.

SAML Custom Connector (Advanced) Field

NamelD value

givenname

10. Repeat this process adding the parameter “surname” and mapping it to the Last Name choice in

Value

Email

First Name custom parameter

the Value menu. When you’re done, your parameters screen should look like this:

SAML Custom Connector (Advanced) Field

MNamelD value

givenname

surname

Value

Email

First Name custom parameter

Last Name custom parameter



11. Now, from the left-hand navigation, choose SSO.

DhEngin Users Applications Devices Authentication Activity Security Setiing

A ri

Applications /

SAML Custom Connector (Advanced)

| Info Portal

Configuration Display Name

Odyssey Preservation Software
Parameters

Rules
Visible in porta

@

Us Rectangular lcon

4]
5
[#5]

Privileges

Setup

Upload an icon with an aspect-ratio of 2.64:1 as

12. Copy the Issuer URL from Onelogin. (In some other Identity Providers, this is called “Federation
Metadata URL” or “Federation Metadata XML.”)

Issuer URL

https://app.onelogin.com/saml/metadata/2bdae07{-258d-4bb3-a2f4-d957d0206138 &



13.

14,

Switch to Odyssey, and paste this into the Federation Metadata URL field.

Federation Metadata URL

hitps:/fapp.onelogin.com/saml/metadata/2bdae(7f-256d-4bb3-a2f4-d957d0206138 Import Values

Then click Import Values. The page will reload, and all the other SAML fields will be filled in.
Don’t make any other changes to these values. You don’t need to click “Save” a second time;
setup is now complete.

Values from your Identity Provider

Your SAML Identity Provider must provide the following values.

Federation Metadata URL
https://app.onelogin.com/saml/metadata/2bdae071-258d-4bb3-a214-d957d0206138 Import Values

Entity ID / Issuer URL

https://app.onelogin.com/saml/metadata/2bdae07f-256d-4bb3-a2f4-d957d0206138

SAML 2.0 Endpoint

hitps://birney-consulting-dev.onelogin.com/rust/sami2/http-redirect/sso/2bdae07f-258d-4bb3-a214-d957d0206138

Single Logout Endpoint

hitps://birney-consulting-dev.onelogin.com/rust/sami2/http-redirect/sso/2bdae07f-258d-4bb3-a214-d957d0206138

X.509 Certificate

MIIEECDCCAvCgAWIBAGIUOGEXGYNNVZO1YBbaJZz7dA13pKhkwDQY JKoZIhveNAQEF
BQAwUzEeMBwGATUECgwVamlybmVSIENVbnNN1bHRpbmcgTEXDMRUWEWY DVQQLDAXP
bmVMb2dpbiBJZFAXGJAY BgNVBAMMEUSUZUxvZZIUIEF]Y291bnQgMB4XDTIyMDEX
NJEWMTY1M10XDTISMDEXNJEWMTY 1M 1owlUzEeMBwGATUECgwWVQmIybmY3IIENvDbNN1
bHRpbmcgTEXDMRUwWEWYDVQQALDAXPbmYMb2dpbiBJZFAXGJAY BgNVBAMMEUSuZUxv
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What if that didn’t work? Only fill in the other fields manually if the Federation Metadata URL
fails to load one of them. The values for these fields can be found in the SSO screen in
Onelogin.

In the OneLogin tab, click on the Access section for your app. Select the OnelLogin Roles that
should have access to Odyssey. If you are using a default OneLogin setup, then there is a single
role called “Default.” All users have this Role. In this setup, all OneLogin users have access to
Odyssey. If this is not how you want to grant access, then create a new Role for Odyssey and



assign it on the Access screen.

15. Now we’ll test your access. In an Incognito/Private Browsing/InPrivate window (depending on
what your web browser calls it), navigate to odyssey.historyit.com. On the login screen, enter
the email address associated your OnelLogin account. Then click Continue.

ODYSSEY

\ ’ PRESERVATION SOFTWARE

Please enter your user information to sign in.

ben@brightpathbook.com

16. You will be redirected to the Onelogin login experience. After authenticating with Onelogin,
you should be redirected back to the dashboard associated with your Odyssey account. (You
may need to accept Odyssey’s terms and conditions, if no user with your OnelLogin email
address has previously logged in to Odyssey.)

Setup is now complete. Inform your users of the change to their login experience.

10



Microsoft Azure Active Directory (Azure AD)

Before you begin, ensure you have Global Admin rights on your Azure tenant.

1. Signin to Odyssey and navigate to Administration > Single Sign-on. Confirm that Enable SAML
for all users in your account is set to ON, and that you have verified ownership of your email
domain. If you haven’t yet done this, follow the instructions in the “Steps Common to All
Identity Providers,” above.

2. Inanew tab, signin to the Azure portal. Navigate to Home > Azure Active Directory > Groups.
Create a user group for all users who will have access to Odyssey. Use the “Security” group
type. Add the users to the group, and make sure it has an owner (you). In these instructions,
the group will be called “Odyssey Users.”

New Group

Group type * (O

| Security ~ |

Group name * (3

| Odyssey Users vy |

Group description @

| Enter a description for the group |

Azure AD roles can be assigned to the group @
s K
(_Yes XD
L A

Membership type * (O

Assigned e

Cwners

1 owner selected

Members

2 members selectad

Don’t forget to click Create at the bottom to finish creating your group. Refresh the groups
index page to confirm your new group exists.

3. Navigate to Home > Azure Active Directory > Enterprise applications. (Do not go to the
similarly-named “App registrations.”)

11



4. Click New Application.

22z Enterprise applications | All applications
- The Bright Path Podcast - Azure Active Directory

«
Overview
O overview

X Diagnose and solve problems

Mew application

Columns & Preview features (Q'j Got feedback?

o Try aut the new Enterprise Apps search preview! Click to enable the preview. =

View, filter, and search applications in your crganization that are set up to use your Azure AD tenant as the

5. Click Create your own application.

Browse Azure AD Gallery

= Create your own application 0] Request new gallery app A Got feedback?

o You're in the new and improved app gallery experience. Click here to switch back to the legacy app ga

The Azure AD App Gallery is a catalog of thousands of apps that make it easy to deploy and configur

application here.

£ Search application

12

single Sign-an : All User Account Ma



6. Give the application a name, such as “Odyssey Preservation Software.” Check Integrate any
other application you don’t find in the gallery (Non-gallery)”.

Create your own application X

P'? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

dyssey Preservation Sc:uftware| v

What are you looking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application
O Reqgister an application to integrate with Azure AD {App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

Now click the Create button at the bottom of the panel.

If Azure gives you a “not found” or other error message after creating your app, navigate back to
the Enterprise Applications screen, wait a minute or two, and refresh the page. Your new app
should appear in the list after a short period of time. Click on the app title to go to the app
settings screen for the next step.

7. From the Overview screen for the app, click Assign users and groups. (Alternatively, you can
click Users and groups from the left-hand navigation.) Click Add user/group.

@ Odyssey Preservation Software | Users and groups

Enterprise Application
« ! c o 7
Add user/group Columns Fr Got feedback?

o The application will appear for assigned users within My Apps. Set 'visible to users? to no in properties to prevent this. =

# overview

Deployment Plan

Manage | P F rst 200 shown, to search all users & groups, enter a display name.
il Properties Display Name Object Type
28 Owners Mo application assignments found

& Roles and administrators (Preview)

& Users and groups

-
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8. Under Add assignment, click None Selected beneath Users and groups.

Home » Odyssey Preservation Software »

Add Assignment

The Bright Path Podcast

Users and groups

Mone Selected

Select 3 role

9. Inthe right-hand panel, find the Odyssey Users group, and click on it. Then click Select at the
bottom. Finally, click Assign in the lower right.

0 search resources, services, and docs (G+/) al A ben@brightpathbookc... @
THE BRIGHT PATH PODCAST (BRL.. WP

Home » The Bright Path Podcast > Enterprise applications » Odyssey Prest Users and grOUpS %

Add Assignment

The Bright Path Podcast

|P Odyssey Userg X |

A When you assign a group to an application, only users directly in the group will hz
does not cascade to nested groups.

Users and groups

1 group selected.

Select a role

Selected items

e I =n |2

14



10. Now click Single sign-on from the left-hand menu.

2 Odyssey Preservation Software | Users and groups

Enterprise Application

+ Add user/group &7 Edit Remove g~ Update

4

[5T]
T
(]
IT
15

B Overview

Dep| tpl o The applicaticn will appear for assigned users within My Apps. Set
eployment Plan

Manage | £ First 200 shown, to search all users & groups, enter a display nar

in Properties Display Mame Object Type

4 Owners |:| . Odyssey Users Group

& Roles and administrators
(Preview)

& Users and groups
3 single sign-on

@  Provisioning

15



11. Under Select a single sign-on method, click SAML.

) bdyssey Preservation Software | Single sign-on

Enterprise Application

«
# Ooverview Single sign-on (550) adds security and convenience when users sign on to applications in Azure Active Directory by enabling a user
in your organization to sign in to every application they use with only one account. Once the user logs into an application, that

Deployment Plan credential is used for all the other applications they need access to. Learn mare.,

Manage
I|I B - .
ill Properties Select a single sign-on method  Help me decide
& Owners
&, Roles and administrators
(Praview) ® Disabled {E SAML

& U 4 Single sign-on is not enabled. The user Rich and secure authentication to

SErs and groups won't be able to launch the app from applications using the SAML (Security
D singlesign-on My Apps. Assertion Markup Language) protocol.

P Provisioning

£ Application proxy

C  self-service

tributes & Password-based (?_) Linked

Password storage and replay using a Link to an application in My Apps

< ity web browser extension or mabile app. and/or Office 365 application launcher.
ecuri

@& Conditional Access
o o
s Permissions

© Token encryption

12. In the section labeled Basic SAML Configuration, click the Edit pencil.

Set up Single Sign-On with SAML

An S350 implementation based on federation protocels improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth, Lean
mare.

Read the configuration guide ' for help integrating Odyssey Preservation Software.

o Basic SAML Configuration

Identifier (Entity 1D} Required
Reply URL (Assertion Consumer Service URL) Required
Sign on URL Optional
Relay State Optional
Logout Url Optional

13. In the following steps, we will be copying and pasting values from the Odyssey SAML Setup
screen. You will need to switch between your Odyssey and Azure AD tabs.

16



14. For the Identifier (Entity ID) field in Azure, copy the value in Odyssey’s field labeled Audience
(aka "ldentifier" or "Entity ID"). Set this as the default, and click the Delete icon for the existing
default entity ID.

Audience (aka "ldentifier” or "Entity ID")

O d y S S ey hitps://odyssey-dev-Ib. historyit.com/users/saml-audience/5b08054¢361162.23293524

Identifier (Entity ID) * ©
The default identifier will be the audience of the SAML response for IDP-initiated S50

Default

http://adapplicaticnregistry.onmicrosoft.com/customappsso/primary 0] E

Azu re AD | https:,-*fodyssey-dev-\h.historyit.comfusers,.fsaml-audiencej5b08054c361162.23293524| »/| D ICZ' f

Default

| https://odyssey-dev-lb.historyit.com/users/saml-audience/5b08054c361162.23293524 J| 0]

15. For the Reply URL (Assertion Consumer Service URL) field in Azure, copy the value in Odyssey’s
field labeled Assertion Consumer Service URL (aka "ACS URL" or "Reply URL").

O d y S S ey Assertion Consumer Service URL (aka "ACS URL" or "Reply URL")

hitps:/fodyssey-dev-Ib_hjstoryit. com/users/saml-consume-assertion/5b08054c361162 23293524

AZ u re A D Reply URL (Assertion Consumer Service URL) * @

The default reply URL will be the destination in the SAML response for IDP-inifiated S50

Default

| hltps:f,-*odyssey-dev-Ih.historyit.comfusers,.fsaml-consume-assenion;5b08054c361162.2329352~/| @

17



16. For the Sign on URL field in Azure, copy the value in Odyssey’s field labeled Sign on URL.

Odyssey Sign on URL

https:ffodyssey-dev-Ib_historyit.com/users/login

AZU re AD Sign on URL @

| https://odyssey-dev-lb.historyit.com/users/login ~

17. Leave Relay State blank in Azure.

18. For the Logout URL field in Azure, copy the value in Odyssey’s field labeled Single Logout URL.

Single Logout URL

O d y S S ey https:/lodyssey-dev-Ib. historyit.com/users/saml-single-logout/Sb08054c361162.23293524

AZU re AD Logout Url ©

https://adyssey-dev-Ib.historyit.com/users/saml-single-logout/5b08054<361 162.23293524 v

19. At the top of the Basic SAML Configuration screen (where you have been entering all these
values), click Save.

Basic SAML Configuration

P'? Got feedback?

18



20. Click the X button to close the Basic SAML Configuration panel. If Azure prompts you to test

your SSO configuration, click I'll do this later.
now look similar to this:

(i

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State
Logout Ur

Your Basic SAML Configuration summary should

& Edit

https://odyssey-dev-lb.historyit.com/users/saml-audienc
e/3b08054c361162.23293524
https://odyssey-dev-lb.historyit.com/users/saml-consum
e-assertion/5b08054c361162.23293524
https:/fodyssey-dev-lb.histaryit.com/users/login

otional
https:/fodyssey-dev-lb.histaryit.com/users/saml-single-lo
gout/5b08054c361162.23293524

21. Ensure that the Attributes & Claims section matches the following picture. At the time of this
writing, these are the defaults for a new SAML-based Sign-On app in Azure AD, and these

defaults are correct.

In particular, Odyssey expects the SAML Name ID to be the user’s email address, which is almost
always the Azure AD principal name. It also expects the first name and last name to be
transmitted as “givenname” and “surname” respectively.

2]

Attributes & Claims

givenname

surname
emailaddress

name

Unigue User Identifier

19

user.givenname
User.surname

user.mail
user.userprincipalname
user.userprincipalname



22. Scroll down to the SAML Signing Certificate section, and look for App Federation Metadata
URL. Click the copy icon to the right of this value.

©

SAML Signing Certificate

Status

Thumbprint

Expiration

Motification Email

App Federation Metadata Url
Certificate (Basetd)
Certificate (Raw)

Federation Metadata XML

20

Active
088CACSFTAEDBODST1EOSETS5D96D1A36417T4FE3
1/23/2025, 7:01:33 AM

ben@brightpathboak.com

https://login.microsoftanline.com/29f7431b-4dd7}. [

Download
Download
Download

£ Edit



23. Switch to your Odyssey tab and paste this value into Federation Metadata URL. Then click the
Import Values button.

Values from your ldentity Provider

Your SAML Identity Provider must provide the following values.

Federation Metadata URL

zderationmetadata/2007-06/federationmetadata xml?appid=a2f940-18bd-484c-8553-12b1a6d21 GSI Import Values

The page will reload, and all the other SAML fields will be filled in. Don’t make any other
changes to these values. You don’t need to click “Save” a second time; setup is now complete.

Values from your Identity Provider

Your SAML Identity Provider must provide the following values.

Federation Metadata URL

https://login.microsoftonline.com/29f7431b-4dd7-4959-aaa0-44b7b0bbed&3federationmetadata/2007  Jlyldo i@t

Entity 1D / Issuer URL

hitps:/ists.windows.net/2917431b-4dd7-4959-aaa0-44b7b0bbed63/

SAML 2.0 Endpoint

https:/login.microsoftonline.com/29f7431b-4dd7-495%-aaa0-44b7b0bbed63/saml2

single Logout Endpoint

https:/login.microsoftonline.com/29f7431b-4dd7-495%-aaa0-44b7b0bbed63/saml2

X.509 Certificate

MIIC8DCCAdigAWIBAgIQTLXFbgDTK11Cqsz7LwVTDANBgkghkiGOwOBAQsFADAOMTIWMAY DVQQDEYINaWNyb
3NVZnQgQXp1cmUgRMVKZXJhdGVKIFNTTyBDZXJ0aWZpY 2F0Z TAeFwOy MjAXMjMXMjAXMzF aFwOyNTAXMjMx
MjAXMzNaMDQxMjAWBgNVBAMTKU1pY3Jvc29mdCBBenVyZSBGZWRICmFOZWQgU1NPIENICnRpZmIY XRIMII
BIJANBgkqhkiGIw0OBAQEFAAOCAQSAMIIBCOKCAQEAVGT|db2CgR2TIBOC2bY 3mviT2g+Xdyq5eEXNNGBK3unjs
mcoI3zvyHOmMyNHM+CLLIFGBIguz6ei8Aie TGUomel29vBLSIISLY 4kh TjzfIb7nixLxfBISHHI2S8z9PTAXPR7TOYPIVK

P T S P P SRS e &

-

21



24. What if that didn’t work? Only fill in the other fields manually if the Federation Metadata URL

fails to load one of them. The values for these fields can be in the panel labeled Set up [name of
your app].

€

Set up Odyssey Preservation Software

vou'll need to canfigure the application to link with Azure AD.

Login URL ‘ https://login.microsoftonline.com/29f743 1b-4dd7... [

Azure AD |dentifier

‘ https://sts.windows.net/29f7431b-4dd7-4959-aaa... ?_“|
Logout URL |

‘ https://login.microsoftonline.com/29f7421b-4dd7... O

View step-by-step instructions

Copy and paste these into the similarly-named fields in Odyssey. (The Azure AD ldentifier goes
in the Entity ID field.)

22



25. Now we’ll test your access. In an Incognito/Private Browsing/InPrivate window (depending on
what your web browser calls it), navigate to odyssey.historyit.com. On the login screen, enter
the email address associated your Azure AD identity. Then click Continue.

ODYSSEY

\ ‘ PRESERVATION SOFTWARE

Please enter your user information to sign in.

ben@brightpathbook.com

26. You will be redirected to the Azure AD login experience. After authenticating with Azure AD,
you should be redirected back to the dashboard associated with your Odyssey account. (You
may need to accept Odyssey’s terms and conditions, if no user with your Azure AD email
address has previously logged in to Odyssey.)

Setup is now complete. Inform your users of the change to their login experience.
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